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By Keith Chval, Esq.

ESI WHACK-A-MOLE – 
DON’T LET IT CLOBBER YOU

As too many a litigator can attest, the 
heartburn from losing a round of “ESI 
Whack-a-Mole” is a whole lot worse than 
what you get from eating the ketchup 
covered cardboard masquerading as
“pizza” at your local cheesy kids arcade 
playground. Nay, a case of heartburn is 
getting off easy in comparison to the  
agita from losing at this 21st century 
litigation game.

It’s the maddening game investigators 
and litigators are subjected to, where they 
repeatedly strike a mighty blow of their 
electronically stored information (ESI)/
electronic evidence (EE) discovery thumper 
spot-on to where they know they saw the 
critical email show its face a second
ago only to miss every time and ultimately 
discover it was lurking down a hole where 
they’d never before seen a hint of it.

At the end of the day, they’re left feeling 
more like the varmint hiding in the 
hole while the judge winds up to whack 
them with the thumper that only weeks 
before they were so confidently swinging 
themselves.

WHAT’S THE DEAL? WHY  
SO DIFFICULT?

How can it be that highly competent and 
conscientious investigators and litigators 
from across the land are getting whacked by 
this game? Technology.

Without getting too far into the circuitry, 
let’s just say that things have changed 
dramatically from 1985 when I was a newly 
minted IU grad selling computers for NCR 
and “dumb” terminals ruled the day to 
today with the intervening events of Al Gore 
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inventing the Internet and Motorola 
rolling out its first “brick” mobile 
phones.

Now, potentially discoverable and 
valuable electronic information and 
evidence can exist in a myriad of 
different repositories, often times 
with foggy awareness regarding 
the actual location of the physical 
repository, and almost always 
existing in more than one place at 
the same time.

So, what’s a 21st century litigator  
to do?

COMPLYING WITH A DUTY, OR 
GOING TO BATTLE?

Clarity on your objective in seeking 
to identify where ESI or EE resides 
is going to largely determine what 
path you go down in the process of 
locating, preserving, and collecting 
ESI/EE.

At the onset, ask yourself whether 
you are “merely” seeking to 
comply with your preservation and 
discovery duties with respect to the 
impending ESI/EE exercise, or are 
you preparing to go to battle where 
you need to dig into the electronic 
evidence to prove or contest who did 
what, when, where, why, and how?

In the first instance, you’re looking 
at a “vanilla” eDiscovery matter 
where what you’re after is the kind 
of straightforward ESI openly resting 
in peaceful fields. In the latter, in 
addition to this ESI, you’re also 
after the EE lurking in the crevices 
of operating system records, the 
dark corners of data fragments on a 
storage drive, or the depths of a cell 
phone, just to name a few.

Accordingly, the discussion below 
will break out into first an outline 

of where one wants to look for 
ESI when seeking to comply with 
discovery obligations, followed 
by the same with respect to likely 
targets in the hunt for smoking  
gun EE.

WHERE TO LOOK FOR ESI WHEN 
COMPLIANCE IS THE OBJECTIVE

As noted by Todd Kaiser, 
Shareholder in Ogletree 
Deakins’ Indianapolis office, 
“‘Reasonableness’ is the word of 
the day when it comes to assessing 
to what lengths litigants must go 
in identifying and preserving or 
collecting ESI to be in compliance 
with their discovery obligations.”

In that vein, Table One highlights the 
go-to primary locations from where 
to preserve and collect potentially 
responsive ESI of the most prevalent 
types (e.g., contracts, spreadsheets, 
email, etc.).

While Table One provides a quick 
reference for the default locations 
from where to preserve and
collect the respective class of ESI, 
virtually every matter, and even 
individual custodians within a
matter, can be counted on to have its 
own twists.

For this reason, it is critical that 
counsel become fully engaged to 
understand how your client’s
systems are configured and the 
“work-arounds” that individuals may 
have made that thwart the best laid 
configurations of their enterprise.

For the “Enterprise Operations/
Matters” category of ESI (IV), 
conferring with opposing is critical 
for identifying what specifically 
in relation to these items is being 
sought. Most commonly, opposing 
will be happy to receive reports run 
from these systems as opposed to a
dump of the raw data en masse, 

ESI TYPE WHERE TO COLLECT

I. Office Type Files  
(Word, Excel, PPT, etc.)

1. Local Laptop/Desktop
2. Network Share or Home Folder
3. Cloud Utility (e.g., Dropbox)
NOTE: subject to configuration and 
end-user practices

II. Email Communications 1. Where Hosted
a) In-house Exchange server, or
b) Web/Cloud (e.g.: M365, Gmail)

2. Laptop/Desktop
a) Depending on config.
b) Secondary/complementary

NOTE: NOT from mobile devices

II. Email Communications 1. Mobile Device (native & apps)
2. Back-ups (secondary/complementary)

IV. Enterprise Operations/Matters
Examples: Financials (e.g.:
QuickBooks), Project Management,
CRM, HR Manual/Docs, etc.

1. Responsible Party’s Storage (per I 
above)
2. Corporate Repository
3. Respective App/Program

a) Located in-house or w/third party
b) Typically in reports generated by
app/program

Table One. “Go-To Primary Locations to Preserve and Collect ESI.”
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which will also avoid raising a 
myriad of issues for your client
associated with such a mass 
production. For responsive financial 
data for instance, a Profit and
Loss statement for a particular 
period (or periods) as generated by 
QuickBooks as opposed to the
raw QuickBooks database is likely 
going to meet everyone’s needs.

However, at the same time, it may 
be necessary, and certainly would be 
prudent, to have your client generate 
a back-up of the data of whichever 
respective system at the time that 
your client’s duty to preserve 
attaches (and perhaps at ongoing 
intervals during the litigation). If 
back-ups created on dates relevant to 
the litigation exist, they should also 
be secured and properly preserved.

Also note, in many cases these 
applications, or at least the data 
that is created and stored by them, 
are resident on third party systems. 
Do not expect this to be a shield 
from preserving and collecting in 
response to a discovery demand. 
“In the past, some counsel may have 
tried to argue that client data stored 
on a third-party vendor’s system was 
beyond the reach of discovery. Today
those arguments are not persuasive 

because any such third-party 
resident data would likely be
considered within the ‘possession 
and control’ of the party and subject 
to discovery,” noted Mark Criniti, 
Partner with SouthBank Legal in 
South Bend.

GETTING AFTER THE EE WHEN 
GOING TO BATTLE

Now, shift your paradigm. Instead 
of your objective being to do just 
enough to comply with your
discovery obligations through 
least-burdensome reasonable and 
defensible means, now you want
to aggressively search for every  
piece of electronic evidence 
ammunition that you can arm 
yourself with as you head into battle. 
Winner takes all.

Your calculus here for determining 
the scope of your efforts is going to 
be something more along the lines of 
weighing the pay-off from deploying 
the potential EE smoking gun versus 
the probability of finding it under 
the rock(s) being considered and the 
cost of turning those rocks over to 
get to it. While engaging in digital 
forensics can be expensive, it can 
also pay off hugely. Or not.

Given the virtually limitless array 
of EE that might be available, to 
provide what I hope will be
practical and useful information 
here, I will highlight in Table Two 
several of the most commonly 
deployed artifacts of EE that Protek 
has been called upon to recover and 
examine and identify the source(s) 
where they might be expected to  
be found.

Beyond those outlined in Table 
Two, a universe of others presently 
exists, and with each development 
in technology, still more are 
being created. Do NOT limit your 
imagination, and never be shy about 
asking your expert of any possibility 
that happens to cross your mind. You
will be amazed by what you come up 
with.

In the very beginning of my time 
prosecuting cybercrimes in the 
Illinois AG’s office, I had an
uber talented, pioneering forensic 
examiner who I was blessed to 
have assigned to my unit. After 
working together for some time, 
he said to me, “You know, Captain 
Technology, every 5 second ‘what 
if’ thought that you have turns 
into a 5 hour forensics odyssey for 
me.” Understood. And our unit also 
happened to enjoy a 100% conviction 
rate over the 8 years that I was there.

Use your imagination. Ask the 
question(s).

THE ESI/EE CARDINAL RULE

Do. No. Harm. Although the 
scope of this piece is not ESI/EE 
preservation in its entirety, no 
discussion regarding any facet of 
ESI/EE should go by without at least 
passing reference to THE Cardinal 
Rule, which in this realm refers to 
the absolutely critical importance of 
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preservation. With any other phase 
or activity related to eDiscovery or 
Digital Forensics, there’s always at
least a chance to recover from a 
misstep. Always a chance for a 
do-over, even if there’s a bit of 
pain associated with it. Not so with 
preservation. Fail to do it quickly, 
fail to do it properly, and it’s game 
over. No do-overs. But, get it right 
and you’ve laid the foundation for 
a successful eDiscovery or Digital 
Investigation/Forensics endeavor.

NO MORE GUESSING, WHACK 
THAT MOLE!

From the above discussion, you’re 
sufficiently equipped to step up to 
the ESI/EE Whack-a-Mole
game with the mallet firmly in hand 
and ready to take an educated swing 
at the varmint. Good at least until 
Microsoft, Google, Al Gore, or some 
other such player rolls out the next 
iteration of devices or enterprise 
computing that repositions the 
gameboard. Until then, go forth 
confidently with your knowledge 
and be humbly prepared to ask 
questions along the way.

Keith Chval, Esq, is the President 
of Protek, a Midwest-based Digital 
Forensics, eDiscovery, and Cyber 
Security firm that he co-founded 
in 2005. A former county and state 
prosecutor, he’s been at the forefront 
of the cyber field including forming 
and supervising one of the country’s 
first vertical cybercrimes units and 
co-designing and teaching one of the 
nation’s first law school electronic 
evidence, computer forensics, and 
eDiscovery classes.

INVESTIGATIVE/LITIGATION OBJECTIVE FORENSIC ARTIFACT(S) & SOURCE(S)

I. Use/Access of Information a. Laptop/Desktop
i. File metadata (Created, Modified, etc.)
ii. O/S records (e.g., “Most Recently Used”)
iii. Explorer/Browser history

b. Mobile Device
i. Browsing history
ii. Apps of interest

c. USB Storage Devices (aka, thumb drives)
i. OS records of use on lap/desktops
ii. OS records of files on USB devices
iii. Content of device

d. Network Logs
i. Access to areas and data of interest
ii. User activity once accessed

II. Communications a. Laptop/Desktop
i. Corp domain mail client (e.g., Outlook)
ii. Personal webmail account records

b. Email Host (e.g., Exchange, M365, Gmail)
c. Mobile Device

i. Text Messaging
ii. Email (with caveats)
iii. Voice (logs; voicemail)

d. Enterprise Mobile Device  
Management Utility
NOTE: “communication” requires at least two 
parties (i.e., records in more than one place)

III. Spoliation (aka “Consciousness 
of Guilt”)

a. Laptop/Desktop
i. O/S Records

a. Installation of wiping utility
b. Use of utility

ii. Browser history (searches; sites 
visited)
iii. Data patterns (characteristic)

b. Mobile Device
i. On the device itself
ii. Device used to effect on others

c. External Storage Device

V. Document Authenticity a. Laptop/Desktop
i. O/S records (e.g., indicia of prior 
versions)
ii. Unallocated space (deleted priors/drafts)
iii. Apps used to fabricate

b. USB Device (used to transport while creating)
c. File Analysis

i. Metadata (timing; owner/author; etc.)
ii. App version vs. date of alleged creation

d. (Don’t overlook “real world” evidence)

Table Two. “Most Commonly Deployed Artifacts of EE.”

IV. Location/Travel a. Mobile Device
i. O/S records
ii. Apps (e.g., Waze; camera)

b. Image Files (EXIF Geotag metadata)
c. Google Location Info
d. Cell Tower Records (devices accessing)
e. Vehicle Infotainment System
f. WiFi & Bluetooth (devices connected)
g. IoT Devices (e.g., fitness trackers)




